United States Patent and Trademark Ofhce 



UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark OtBce 

Address: COMMISSIONER FOR PATENTS 



APPLICATION NO. 



10/580,486 



FILING DATE 



05/24/2006 



FIRST NAMED INVENTOR 



Richard Reiner 



ATTORNEY DOCKET NO. CONFIRMATION NO. 



3705 7590 03/25/2008 

ECKERT SEAMANS CHERIN & MELLOTT 
600 GRANT STREET 
44TH FLOOR 
PITTSBURGH, PA 15219 



MEJIA, ANTHONY 



PAPER NUMBER 



DELIVERY MODE 



Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 



PTOL-90A (Rev. 04/07) 



KJttiVrXi nvrliyjts OUff Iff fcff Jr 


Application No. 

10/580,486 


Applicant(s) 

REINER, RICHARD 


Examiner 

Anthony Mejia 


Art Unit 
4117 





- The MAILING DATE of this communication appears on the cover sheet with the correspondence address — 
Period for Reply 



A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 .136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
eamed patent term adjustment. See 37 CFR 1 .704(b). 

Status 

1 )□ Responsive to communication(s) filed on 05/24/2006 . 
2a )□ This action is FINAL. 2b)|3 This action is non-final. 

3) D Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 

Disposition of Claims 

4) ^ Clalm(s) 1-18 is/are pending in the application. 

4a) Of the above claim(s) is/are withdrawn from consideration. 

5) \Z\ Claim(s) is/are allowed. 

6) |EI Claim(s) 1-18 is/are rejected. 
/)□ Claim(s) is/are objected to. 

8) 0 Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) 0 The specification is objected to by the Examiner. 

10) 0 The drawing(s) filed on is/are: a)^ accepted or b)^ objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held In abeyance. See 37 CFR 1.85(a). 
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 

1 1) 0 The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 119 

12) S Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 
a)^ All b)n Some * c)^ None of: 

1 .□ Certified copies of the priority documents have been received. 

2. n Certified copies of the priority documents have been received in Application No. . 

3. n Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 



Attach ment(s) 

1 ) ^ Notice of References Cited (PTO-892) 4) □ Interview Summary (PTO-41 3) 

2) □ Notice of Draftspereon's Patent Drawing Review (PTO-948) Paper No(s)/IVIail Date. 

3) ^ Information Disclosure Statement(s) (PTO/SB/08) 5) □ Notice of Informal Patent Application 

Paper No(s)/Mail Date 05/24/2006 . 6) □ Other: . 



PTOL-T26'(Rev^'o8-0^^ 



Office Action Summary 



Part of Paper No./Mail Date 20071220 



Application/Control Number: 10/580,486 
Art Unit: 2100 



Page 2 



DETAILED ACTION 
Priority 

1 . Acknowledgment is made of applicant's claim for foreign priority under 35 
U.S.C. 119(a)-(d). The certified copy has been filed in parent Application No. 
(60/524,036), filed on 1 1/24/2003. 

Claim Rejections - 35 USC § 103 

2. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 1-3, 11, 16, and 18 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Graham (US 7,089,304) and in further view of Sproat et al. (US 
2004/0042480) (herein after as Sproat) 

Regarding Claim 1, Graham teaches a method for use in a session-oriented 
network (e.g., secure session to web, col. 7, lines 52-53), comprising: 

for each session with a given endpoint (e.g., proxy server 230 service), said each 
session comprising packets (e.g., metered packets, col.7, lines 9-10) exchanged 
between said given endpoint and another endpoint (e.g., client 210) (col.6, lines 35-37, 



Application/Control Number: 10/580,486 Page 3 

Art Unit: 2100 

and 52-55), said packets having one or both of control (e.g., charged time 330 and free 
time 340, col.8 lines 43-45, and see fig.3) and payload data (e.g., other elements (e.g., 
packet type, sequence number, session identifier, packet authentication, etc.) is well 
known in the art as being synonymous to payload data, col.2, lines 35-41 and col.8, 
lines 50-52). Graham does not explicitly teach the step of creating a parallel session 
having payload data mirroring all payload data of said each session which is destined 
for said given endpoint. 

However, Sproat in a similar field of endeavor such discloses a network service 
provider architecture in a communications network including the step of creating a 
parallel session (e.g., duplicate parallel packet stream) having payload data (e.g., 
packets contains payload data, par [0084]) mirroring (duplicating) all payload data of 
said each session which is destined for said given endpoint (e.g., network service 
provider device) (par [0098] and see fig. 10, steps 1003 and 1004). It would have been 
obvious to one of ordinary skill in the art at the time the invention was made to utilize the 
teachings of Sproat in Graham in order to be able to be able to duplicate the data being 
sent in a session. One of ordinary skill in the art at the time the invention was made 
would have been motivated to combine the teachings of Graham and Sproat to help 
optimize fault-tolerance on the system. 

Regarding Claim 2, the combined teachings of Graham and Sproat teach the 
method of claim 1 as described above. The combined teachings of Graham and Sproat 
further teach wherein said each session with a given endpoint is an original session 
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(Graham: e.g., session key is only communicated between said given point and said 
another point, inherently making the session original, col.6, lines 63-65) and further 
comprising: 

in a given parallel session (Sproat: e.g., duplicate parallel packet stream, par 
[0098] and see fig. 10, steps 1003 and 1004), receiving control information (Graham: 
charged time 330 and free time 340, col.8 lines 43-45, and see fig.3); and 

for a particular original session from which said given parallel session was 
derived, injecting (Graham: e.g., act of receiving headers, indications, identifiers, and 
session keys from login service on proxy server, at the client) said control information in 
said particular original session directed to said given endpoint and to said another 
endpointfor said particular original session (Graham: col. 10, lines 20-28). 

Regarding Claim 3, the combined teachings of Graham and Sproat teach the 
method of claim 2 as described above. The combined teachings of Graham and Sproat 
further teach wherein said creating a parallel session (Sproat: e.g., duplicate parallel 
packet stream, par [0098] and see fig. 10, steps 1003 and 1004) further comprises 
creating said parallel session having control information (Graham: charged time 330 
and free time 340, col.8 lines 43-45, and see fig.3) mirroring (duplicating) all control 
information of said each original session (Sproat: par [0098] and see fig. 10, steps 1003 
and 1004). 
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Regarding Claim 1 1 , the combined teacliings of Graliam and Sproat teacli tine 
method of claim 1 as described above. The combined teachings of Graham and Sproat 
further teach screening said payload data for illegitimate requests (Graham: col.8, lines 
23-24). 

Regarding Claim 16, the combined teachings of Graham and Sproat teach a 
session re-constructor (Graham: e.g., proxy service 230 server may be dynamically 
implemented, col. 5, lines 3-17), comprising: 

an interface (Graham: e.g., network interface 220b) for connection to a session- 
oriented network (Graham: see fig. 2); 

an interface (Graham: e.g., network interface 220a) for connection to a given 
endpoint (Graham: proxy service 230 server, see fig. 2); 

a processor (inherently a proxy, clients, servers have a processor, Graham: 
col.5, lines 10-16) for, for each session with said given endpoint (e.g., Graham: proxy 
server 230, col.7-12), said each session comprising packets (e.g., Graham: metered 
packets, col. 7, lines 9-10) exchanged between said given endpoint and another 
endpoint (Graham: e.g., client 210) (Graham: col.6, lines 35-37, and 52-55), said 
packets having one or both of control (Graham: charged time 330 and free time 340, 
col.8 lines 43-45, and see fig.3) and payload data (Graham: e.g., other elements (e.g., 
packet type, sequence number, session identifier, packet authentication, etc.) is well 
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known in the art as being synonynnous to payload data, col.2, lines 35-41 and col.8, 
lines 50-52); 

creating a parallel session (Sproat: e.g., duplicate parallel packet stream) having 
payload data (Sproat: e.g., packets contains payload data, par [0084]) mirroring 
(duplicating) all payload data of said each session (Sproat: par [0098] and see fig. 10, 
steps 1003 and 1004) which is destined for said given endpoint (Sproat: e.g., network 
service provider device) (Sproat: par [0098] and see fig. 10, steps 1003 and 1004). 

Regarding Claim 18, the combined teachings of Graham and Sproat teach a 
computer readable medium (Graham: col.4, lines 43-53) containing computer 
executable instructions for causing a processor connected into a session-oriented 
network to: 

for each session with a given endpoint (Graham: proxy service 230 server), said 
each session comprising packets (Graham: metered packets, col. 7, lines 9-10) 
exchanged between said given endpoint and another endpoint (Graham: client 210) 
(Graham: col.6, lines 35-37, and 52-55), said packets having one or both of control 
(Graham: charged time 330 and free time 340, col.8 lines 43-45, and see fig.3) and 
payload data (Graham: e.g., other elements (Graham: e.g., packet type, sequence 
number, session identifier, packet authentication, etc.), 

creating a parallel session (Sproat: e.g., duplicate parallel packet stream) 
having payload data (Sproat: e.g., packets contains payload data, par [0084]) mirroring 
(duplicating) all payload data of said each session which is destined for said given 
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endpoint (Sproat: e.g., network service provider device) (Sproat: par [0098] and see 
fig. 10, steps 1003 and 1004). 



4. Claims 4-9, and 12-15 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Graham and Sproat and in further view of Kirby et al. (US 5,828,846) 

Regarding Claim 4, the combined teachings of Graham and Sproat teach the 
method of claim 3 as described above. The combined teachings of Graham and Sproat 
do not explicitly teach wherein said control information injected into said particular 
original session is a session termination command. 

However, Kirby in a similar field of endeavor teaches wherein control information 
injected into a particular original session is a session termination command (e.g., FIN) 
(col.4, lines 61-64). It would have been obvious to one of ordinary skill in the art at the 
time the invention was made to utilize the teachings of Kirby in Graham/Sproat in order 
to properly terminate the session. One of ordinary skill in the art at the time the invention 
was made would have been motivated to combine the teachings of Graham/Sproat and 
Kirby to optimize control of the interaction between the endpoints. 



Regarding Claim 5, the combined teachings of Graham/Sproat/Kirby teach the 
method of claim 4 as described above. The combined teachings of 
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Graham/Sproat/Kirby further teach wherein said network follows Internet protocol 
(Graham: e.g., HTTP, col.6, lines 24-26). 

Regarding Claim 6, the combined teachings of Graham/Sproat/Kirby teach the 
method of claim 5 as described above. The combined teachings of 
Graham/Sproat/Kirby further teach wherein said network follows transport control 
protocol (Kirby: col.1, lines 49-50 and col.3, line 12). 

Regarding Claim 7, the combined teachings of Graham/Sproat/Kirby teach the 
method of claim 6 as described above. The combined teachings of 
Graham/Sproat/Kirby further teach wherein comprising tracking sequence numbers of 
said particular original session (Graham: col.2, lines 56-63) and wherein said injecting 
said control information (Graham: charged time 330 and free time 340, col. 8 lines 43- 
45, col.1 0, lines 40-42, and seefig.3) in said particular original session comprises 
injecting control information (Graham: e.g., charged time 330 and free time 340, col.8 
lines 43-45, and see fig.3) together with expected sequence numbers (Graham: e.g., 
both (ii) unique session identifier, and (ill) indication on how frequently the client should 
send packets, inherently contains expected sequence numbers in order to perform 
these respective steps). 

Regarding Claim 8, the combined teachings of Graham/Sproat/Kirby teach the 
method of claim 7 as described above. The combined teachings of 
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Graham/Sproat/Kirby teach wherein said given endpoint is a server for satisfying 
browser- based requests (Graham: e.g., Unix Daemon, inherently handles browser- 
based requests for services, col.6, lines 32-33) 

Regarding Claim 9, the combined teachings of Graham/Sproat/Kirby teach the 
method of claim 7 as described above. The combined teachings of 
Graham/Sproat/Kirby further teach wherein said given endpoint is a server for providing 
web services (Graham: col.6, lines 18-19, and see fig.2). 

Regarding Claim 12, the combined teachings of Graham and Sproat teach the 
method of claim 1 1 as described above. The combined teachings of Graham and 
Sproat further teach wherein said each session with a given endpoint is an original 

session (Graham: e.g., session key is only communicated between said given point and 
said another point, inherently making the session original, col.6, lines 63-65) and further 
comprising: 

on finding an illegitimate request (Graham: col.8, lines 23-24) in respect of a 

given original session. Kirby further teaches injecting a session termination command 
(Kirby: e.g., FIN) into said given original session directed to said given endpoint and to 
said another endpoint for said particular original session(Kirby: col.4, lines 61-64). 

Regarding Claim 13, the combined teachings of Graham and Sproat teach the 
method of claim 1 as described above. Kirby further teaches screening said payload 
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data (packet contains payload data as described in claim 1 above) for events (wherein 
the term "events" is being interpreted as e-mails with a sender matching an entry in a 
stored list of senders) (Kirby: col.4, lines 42-45, and col.2, lines 35-38). 

Regarding Claim 14, the combined teachings of Graham/Sproat/Kirby teach the 
method of claim 13 as described above. The combined teachings of 
Graham/Sproat/Kirby further teach wherein said each session with a given endpoint is 
an original session (Graham: e.g., session key is only communicated between said 
given point and said another point, inherently making the session original, col.6, lines 
63-65) and further comprising: 

on determining an event in respect of a given original session, logging said event 
(Kirby: col.4, lines 36-41). 

Regarding Claim 15, the combined teachings of Graham/Sproat/Kirby teach the 
method of claim 14 wherein said event is an e-mail message having certain parameters 
(e.g., rules) (Kirby: col.4, lines 42-45, and col.2, lines 25-34). 

5. Claim 10 is rejected under 35 U.S.C. 103(a) as being unpatentable over Graham 
and Sproat and in further view of Brendel (US 6,587,438) 
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Regarding Claim 10, the combined teachings of Graham and Sproat teach the 
method of claim 1 as described above. The combined teachings of Graham and Sproat 
further teach wherein said each session with a given endpoint is an original session 
(Graham: e.g., session key is only communicated between said given point and said 
another point, inherently making the session original, col. 6, lines 63-65). The combined 
teachings of Graham and Sproat do not explicitly teach the step wherein a given parallel 
session has an initial sequence number differing from an initial sequence number of a 
particular original session from which said given parallel session was derived. 

However, Brendel in a similar field of endeavor discloses an optimal path through 
the Internet to the client is determined by the server during connection establishment 
including the step wherein a given parallel session has an initial sequence number 
differing from an initial sequence number of a particular original session from which said 
given parallel session was derived (e.g., different sequence numbers are inserted into 
the replicated packets (parallel session) from the sequence number of the packets 
received (original session), col. 13, lines 66-67, and col. 14, lines 1-5). It would have 
been obvious to one of ordinary skill in the art at the time the invention was made to 
utilize the teachings of Brendel in Graham/Sproat in order to optimize the proper 
correction of the sequence and acknowledgement numbers received for later packets 
(col. 14, lines 5-8). One of ordinary skill in the art at the time the invention was made 
would have been motivated to combine the teachings of Graham/Sproat and Brendel to 
be optimize the proper flow of the packets being sent in the sessions of the system. 
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6. Claim 17 is rejected under 35 U.S.C. 103(a) as being unpatentable over Graham 
and Sproat and in further view of Schweitzer et al. (US 2004/0049576) (referred herein 
after as Schweitzer) 

Regarding Claim 17, the combined teachings of Graham and Sproat teach the 
session re-constructor of claim 16 as described above. The combined teachings of 
Graham and Sproat further teach a memory (database) for storing information on said 
each session (Graham: see fig. 4b, steps 798 and 790). The combined teachings of 
Graham and Sproat do not explicitly teach the steps wherein the information on said 
each session stored in memory is stored in the form of a table; nor wherein said 
information comprises: an address of said another endpoint; a port number of said 
another endpoint, a sequence number of said another endpoint; a port number of said 
given endpoint, and a sequence number of said given point. 

However, Schweitzer in a similar field of endeavor such as a method and 
apparatus for session reconstruction teaches the steps of: 

storing a table (e.g., summary) with (includes) information on said each session, 
said information comprising an address of said another endpoint, 

a port number of said another endpoint, a sequence number of said another 
endpoint, 

a port number of said given endpoint and a sequence number of said given point (par 
[0079 and 0089]). 
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It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to utilize the teachings of Schweitzer in Graham/Sproat in order to 
be able to properly organize statistics about the sessions on the system. One of 
ordinary skill in the art at the time the invention was made would have been motivated 
to combine the teachings of Graham/Sproat and Schweitzer In order to be help optimize 
the management on the quality of service and latency of the system. 

Other Pertinent Prior Art 

7. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

A. Virtanen et al. (US 7,130,266) disclose a method for handling data packets. 

B. Mutalik et al. (US 7,149,787) disclose an apparatus and method for mirroring 
and restoring data. 

C. Kamvysselis et al. (US 6,496,908) disclose a system for remote mirroring. 

D. Yanovsky (US 7,310,815) discloses a method and apparatus for data stream 
analysis and blocking. 

E. Bonney et al. (US 2003/0145039) disclose a network analyzer having 
distributed packet replay and triggering. 

F. Dixon et al. (US 6,058,424) disclose a system and method for transferring a 
session from one application server to another without losing existing resources. 
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G. Burg (US 7,039,040) discloses a network-based system and method for 
providing anonymous voice communications. 

H. Balissat et al. (US 2003/0191963) disclose a method and system for securely 
scanning network traffic. 

I. Bergsten et al. (US 2002/0152429) disclose a method and apparatus for 
managing session information. 

J. Finkelstein et al. (US 5,319,712) disclose a method and apparatus for 
providing cryptographic protection of a data stream in a communication system. 

K. Colie et al. (US 6,006,268) disclose a method and apparatus for reducing 
overhead on a proxied connection. 

L. Bennett (US 7,317,736) discloses a system and method for reliable delivery of 
datagram protocol data unit. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to ANTHONY MEJIA whose telephone number is 
(571)270-3630. The examiner can normally be reached on Mon-Thur 9:30AM-8:00PM 
EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, John Follansbee can be reached on 571-272-3964. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 

USPTO Customer Service Representative or access to the automated information 

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

Mejia, Anthony 
Patent Examiner 

/John Follansbee/ 

Supervisory Patent Examiner, Art Unit 2151 



